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Evidence of an IB assessment includes records, statements of facts or any information that is relevant
to the IB assessment criteria and can be verified. Such evidence of the assessment of information security
may be evidence of ongoing and completed activities to ensure information security in the form of
accounting, regulatory, administrative documents, survey results, observations.

The context of the IB assessment combines the goals and purpose of the 1B assessment, the type of
assessment (independent assessment, self-assessment), the object and areas of the IB assessment, the
limitations of the assessment and the roles.

Key elements of the evaluation process

The IB assessment process includes the following elements of the assessment:

- the context of the assessment, which determines the input data: the goals and purpose of the IB
assessment, the type of assessment (independent assessment, self-assessment), the object and areas of the IB
assessment, the limitations of the assessment and the role;

- evaluation criteria;

- evaluation model;

- activities of the evaluation process: collection of evaluation evidence and verification of their
reliability, measurement and evaluation of the attributes of the evaluation object;

- evaluation output.

The main elements of the IB assessment process [3] are presented in Figure 3 in the form of a
process model.

Before considering the specifics of the organization's IS assessment methods, it is necessary to
describe the components common to any IS assessment: the assessment context, the collection of assessment
evidence and verification of their reliability, the measurement and evaluation of attributes during various
types of assessment (independent assessment, self-assessment) and the evaluation output. The evaluation
model and evaluation criteria that determine the features of evaluation methods will be discussed in other

sections.
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Roles and resources

Figure 1- The main elements of the IB assessment process
Let's take a closer look at the elements of the organization's information security assessment process.
The context of an organization's information security assessment
The context of the 1B assessment includes the goals and purpose of the IB assessment, the type of

assessment, the object and areas of the IB assessment, the limitations of the assessment, roles.

The roles involved in the implementation of the evaluation process include the organizer, analyst,

head of the evaluation team, appraiser, asset owner, representative of the object of evaluation.

Reference:

1. ISO/IEC 27004, Information technology — Security techniques — Information security management
— Measurement.

2. Gartner. The Price of Information Security. Strategic Analysis Report

3. Kurilo A.P., Zefirov S.L., Golovanov V.B., etc. Information security audit. - M.: Publishing group
"BDC-press", 2006— - 304s.

4. NIST Special Publication 800-55 «Security Metrics Guide for Information Technology Systems

5. Zefirov S.L., Golovanov V.B. How to measure the information security of an organization?
Obijectively about the subjective // Information protection. Inside, No. 3, 2006

6. Institute of "Internal™ Auditors - Great Britain and Ireland // Conducting a risk-based internal audit

7. BSI PAS 56 Guide to Business Continuity Management (BCM)

8. ISO/IEC 15504 Information technology — Process assessment.

62
https://periodica.com



