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Today's global information process is reflected in all spheres of public development. Eto trebuet
bditelnosti i formirovaniya kultury ispolzovaniya informatsii pri otbore, sortirovke informatsii i reagirovanii
na nee. This allows a critical approach to information and global networks, which is most important, to apply
information, knowledge and own scientific data. Indeed, at present, the active layer of young people is
students, and in their worldview it is vain to cultivate the, a sense of belonging to the future of the country.

Measures are being taken to improve economic, political and social cooperation so that Uzbekistan takes
its rightful place among developed countries. This cooperation is manifested not only in the economic sphere,
but also in the social sphere, especially in investments, healthcare and education. Because human capital is
becoming a criterion for ensuring stability in the country. The introduction in the first year of independence
in the education system of the subjects "Fundamentals of Spirituality”, "The Idea of National Independence:
Basic Concepts and Principles™ was aimed at ensuring information security, which was not indifference to its
connection and use by teachers with the same value at all levels of education, upbringing and the creation of
new literature, a consequence of its absence, students have problems in ensuring information security. First of
all, this is manifested in the formation of the spirit of incoredia towards the national idea among students.

In our opinion, universal and individual values are important objects of information security. Therefore,
it is important to ensure information security and use information technology ethically and morally. Ethical-
spirituality acts as a means of sorting information and determining the directions of its use, determines the
quality of its activities. Therefore, the information security factor depends on the responsibility and ethical
behavior of the subject. The following classification signs of achieving the effectiveness of information
protection are distinguished:

- creation of an information environment and determination of consumption norms in order to prevent
alienation and individualization, which are formed as a result of the chronic use of information technologies;

- ensuring the safety of the use of information technology in social institutions and interpersonal social
communication;

- improving the culture of self-education in the information space;

- overcoming information and psychological stress, information phobias and information dependence;
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- creation of conditions for observing the information health of society, the information ecological level
- information hygiene and information ecology;

- is manifested in the improvement of legal documents that reflect the norms of information ethics and
the right to use information.

It is necessary to create a system of "spiritual-ideological shield” against information attacks in the
conditions of increasing informational threats aimed at creating instability in economic, political and spiritual
reforms of Uzbekistan. Such a shield system is the power of knowledge of students and young people, and it
should be aimed at combating information threats. This, in turn, indicates the need to organize self-education
in the process of protecting students from destructive ideas and ensuring information security. We, Christopher
Chancellor, who headed the Reuters agency in the 40s of the 20th century, said, "It is necessary to distinguish
news from propaganda. Propaganda is one thing, news is quite another. "There will be no English or American
news, it is an international product,” he said®. In fact, millions of things happen in the world every day.
However, in the mass media, information that protects the interests of social and political forces is instilled
into the minds of different layers of the population. It serves the formation of positive or negative opinions
and conclusions about the interpretation and evaluation of information in citizens, and turns mass media into
a field of manipulation that shapes social opinion. In this process, disinformation (false information) is spread,
one-sided attitudes towards the events are formed, the most important information is hidden, and doubts are
created in the thinking of some students.

Today's global information process is reflected in all spheres of public development. Eto trebuet
bditelnosti i formirovaniya kultury ispolzovaniya informatsii pri otbore, sortirovke informatsii i reagirovanii
na nee. This allows a critical approach to information and global networks, which is most important, to apply
information, knowledge and own scientific data. Indeed, at present, the active layer of young people is
students, and in their worldview it is vain to cultivate the spirit of patriotism, a sense of belonging to the future
of the country.

Measures are being taken to improve economic, political and social cooperation so that Uzbekistan takes
its rightful place among developed countries. This cooperation is manifested not only in the economic sphere,
but also in the social sphere, especially in investments, healthcare and education. Because human capital is
becoming a criterion for ensuring stability in the country.

The introduction in the first year of independence in the education system of the subjects "Fundamentals
of Spirituality”, "The Idea of National Independence: Basic Concepts and Principles” was aimed at ensuring
information security, which was not indifference to its connection and use by teachers with the same value at
all levels of education, upbringing and the creation of new literature, a consequence of its absence, students
have problems in ensuring information security. First of all, this is manifested in the formation of the spirit of
incoredia towards the national idea among students?.

This law is the legal basis for protecting students and young people from information attacks, in which
the formation of healthy beliefs should be carried out within the framework of the law, and an individual
approach and means of education should be applied to adolescents of each age. . In this process, it is important
to use lectures, conversations, discussions, role-playing games, trainings, creative activities, individual
consultations, film screenings. At the same time, the development of cooperation between Uzbekistan and
foreign countries requires the effective use of the media in improving the education system for young people.
From this point of view, German scientists “to have important information means to have power; be more able
to distinguish between important and unimportant information; to be able to disseminate important
information in the spirit that suits him, or to ensure that nothing about it is known to many, is to have a double
power?. In fact, the media serve to ensure the rapid transmission and mass dissemination of information in the
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form of words, images, music, etc. Such means are characterized by such characteristics as mass character,
periodicity, breadth of the circle of listeners or readers.

From this point of view, it should be noted that in the current period, the possibilities and coverage of
the media have increased dramatically. The level of media coverage, local, national, regional or international
(global) level of activity is also one of the factors indicating its sphere of influence.

At present, the moral development of students and youth is important, in particular, their information
education, the formation of immunity to information risks in this direction, the effectiveness of activities
related to the implementation of information prevention measures.

In decrees, resolutions and other documents of the President of the Republic of Uzbekistan aimed at
reforming society, not only the requirements regarding the maturation of students and youth, but also the
improvement of cooperation relations with the world's leading scientific and educational institutions, the
introduction of new advanced pedagogical technologies into the educational process, educational and
methodological programs, advanced training, it is important to attract highly qualified scientists from foreign
educational institutions to the courses.

So, today, raising the scientific potential in educational institutions, along with the development of
science, improving the spiritual and moral content of education, strengthening immunity and critical thinking
in students and young people against cyberbullying (intimidation, threats via the Internet) is one of the urgent
tasks of educational work. Education improving the effectiveness of spiritual and educational work in
institutions and forming an information culture is one of the priority areas of ensuring the information security
of students and young people.

After all, the ability to use acquired knowledge is of great importance in educating students and youth
in the spirit of national ideas and ideology. Because knowledge serves as a shield to protect young people's
minds from destructive ideas spread through some media, and as a means of protecting them from the influence
of false ideas. Therefore, there is a growing need to improve the educational work in the educational system,
which serves to effectively organize the spiritual maturity of students and young people.

Therefore, in the educational process, it is necessary to introduce improved technologies for protecting
students from the threat of information. In the current period, improving the informational education of
students and young people, providing employment to unorganized youth, and ensuring their economic and
social protection is evidence that the education of the perfect generation has become a priority of the state
policy. This, in turn, forms a natural prevention against any information attack. After all, protecting students
both intellectually and spiritually should become an urgent duty of every intellectual, teacher, spiritual and
enlightenment worker. For this reason, formation of the worldview of information culture of students of higher
educational institutions has become a requirement of today's era.

The 21st century is not only an era of globalization and rapid development of the information sphere,
but also an era of informational and intellectual competition. The ability to adapt to this process, to study the
current situation and to make an impartial assessment, analysis requires certain qualifications and skills, high
skills, from both a mature specialist and a student.

We believe that one of the improved methods and means of information education is economic
stability. For this reason, it is important to allocate preferential loans for students and young people to engage
in private business, and to allocate land for their activities. The newly revised Law of the Republic of
Uzbekistan "On State Policy Regarding Youth™ is the practical result of such innovative ideas as "young

family", "young specialist"”, "young entrepreneur"” and today "young programmer", "young inventor", "young
farmer", " expressed in the activity of young entrepreneurs such as "young technologist”, "young craftsman"?.
From this point of view, regarding the wide involvement of the youth of Uzbekistan in small business and
private entrepreneurship, the realization of their intellectual and creative potential, the creation of favorable
conditions for acquiring the skills of using new technologies in the era of the digital economy, the promotion
and development of innovative ideas and business projects of young people. It is worth noting that “startup-
initiatives" projects have been established. Currently, startup projects such as youth entrepreneurship products

and services, Internet programs and services, mobile programs and services, Internet products, electronic

4¥36eKNUCTOH PecnybanKacu KOHYH Xy aTnapu Tynnamu, 2016 i1., 37-coH, 426-moaaa.
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commerce, financial technologies, biotechnology, advertising technologies, and *3D" volume printing are in
operation. Internet start-up projects such as Facebook, video database - YouTube, photo storage service -
Flickr, message exchange platform - Twitter are recognized in the world. In 2005, the ZiyoNet information
and education portal is the first startup project established in Uzbekistan. To highlight the importance of
startup projects, according to the website InnMind.com (InnMind - an international business network for
investors and startups, mentors and startup promoters), “every year around the world 100 million "Startup
projects™ are launched. 1.35 million Youth start-up projects are significant in that they specialize in the
technology sector. Every year, 5.7 million startups from startup companies are successfully selected for
accelerator programs, but 824 of these startups have the opportunity to enter the global market by offering
their goods, work and services.>.

So, the world and the youth of Uzbekistan have adapted to live, study and work in the conditions of the
COVID-2019 pandemic. Therefore, it is important to increase vigilance in the use of information technologies,
to pay attention to the protection of national interests along with individual goals in business activities, and
this process should be systematically organized at all levels of the education system.
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